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= Not all data can be

anonymised & remain
useful

= Need to find ways to
nalance the risks and
nenefits

= Data governance &
Trusted Research
Environments
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= Country differences
= Pandemic = new rules

= Emerging new data
forms - digital
behavioural data
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Do we know what is
personal data?




What is personal data?

‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural person
IS one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social

identity of that natural person; (GDPR Article 4, Definitions 13).

Recital 39 adds -“Personal data should be processed in a manner that

ensures appropriate security and confidentiality of the personal data...”
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What influences data access

Original Formally Factually Absolutely
data anonymized data anonymized data anonymized data
Direct . No

identification Lm;;:::ﬁ;t to ng::’::fﬁ?yrt 0 identification

possible possible
Generally not May be ‘personal data’ under GDPR: Not ‘personal data’ under
used for * Requires a lawful basis — Article 6 GDPR:
research or * ‘Special Category’ — Article 9 * No legal basis required
analysis * Processing must comply with Article 5 * No safeguards required

* May require safeguards




The legal report for Breyer v Bundesrepublik
Deutschland adds an important intepretation:

“its wording suggests that, for information to be
treated as ‘personal data’ within the meaning of

Article 2(a) of that directive, it Is not required
that all the information enabling the
identification of the data subject must be In the
hands of one person.”
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Do we know
where the
riIsk comes
from & why
does that

matter?

25 ¥ N\ J
A {
P\ Y H N
\ L -
\ .\‘ ~3
‘\
LY
‘\
b )

“PROTECTION



https://ukrainianlaw.blogspot.com/2019/
https://creativecommons.org/licenses/by/3.0/

‘ S I S Leibniz Institute
for the Social Sciences

Are our
systems
based on
control or
trust?
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The Intruder
Model of Data
Security

Ritchie, 2017

Well documented model

Based on premise of a deliberate
intention to breach data confidentiality

Leads to very cautious risk
management

"Worse case scenario’

Leads to greater restrictions
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The Human
Model of Data
Security

Ritchie, 2017

Based on the premise that people are
human

Design system to address human
factors

Well designed system AND well trained
researchers, can allow greater access

Allows researchers to demonstrate that
they can use data safely

"Accidental intruder’
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Do we know what we’re trying to

achieve?

-

Harmsto

closure of
entity
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Thinking about disclosure and harm

Attribute disclosure

Is data about an individual
contained?

Can additional information be
inferred about individuals?

Can an individual be
associated to a specific
record?
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Where does that
leave us?

Things are constantly
changing

There are some things
we cannot know
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Where does that leave us?

“A fundamental aspect of this is that one does not
know...how data will be used in the future, or what other
data they will be linked with. This means we cannot
usefully characterize data sets as public...or by potential
use...and that the intrinsic nature of the data cannot be
used as an argument that they are not risky. It is not the
data per se that raise ethical issues, but the use to
which they are put and the analysis to which they are
subjected.”

Hand. DJ. (2018) Aspects of Data Ethics in a Changing World: Where Are We Now?, Big
Data. 6(3) 176-190. http://doi.org/10.1089/big.2018.0083
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